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HQC in a Nutshell

Alice

h
$←Ð F2[x]/(xn − 1)

u1,u2
$←Ð F2[x]/(xn − 1) of wt wu

s← u1 +hu2

m̂← C.DEC(t1 − t2u2)

(h,s)

(t1, t2)

Bob

c← C.ENC(m)
r1,r2,r3

$←Ð F2[x]/(xn − 1) of wt wr

(t1, t2)← (c + sr2 + r3,r1 +hr2)

C needs to decode t1 − t2u2 = c +u1r2 +u2r1 + r3
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

error e

Sebastian Bitzer (TUM) 3



HQC in a Nutshell

Alice

h
$←Ð F2[x]/(xn − 1)

u1,u2
$←Ð F2[x]/(xn − 1) of wt wu

s← u1 +hu2

m̂← C.DEC(t1 − t2u2)

(h,s)

(t1, t2)

Bob

c← C.ENC(m)
r1,r2,r3

$←Ð F2[x]/(xn − 1) of wt wr

(t1, t2)← (c + sr2 + r3,r1 +hr2)

C needs to decode t1 − t2u2 = c +u1r2 +u2r1 + r3
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

error e

Sebastian Bitzer (TUM) 3



HQC in a Nutshell

Alice

h
$←Ð F2[x]/(xn − 1)

u1,u2
$←Ð F2[x]/(xn − 1) of wt wu

s← u1 +hu2

m̂← C.DEC(t1 − t2u2)

(h,s)

(t1, t2)

Bob

c← C.ENC(m)
r1,r2,r3

$←Ð F2[x]/(xn − 1) of wt wr

(t1, t2)← (c + sr2 + r3,r1 +hr2)

C needs to decode t1 − t2u2 = c +u1r2 +u2r1 + r3
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

error e

Sebastian Bitzer (TUM) 3



HQC in a Nutshell

Alice

h
$←Ð F2[x]/(xn − 1)

u1,u2
$←Ð F2[x]/(xn − 1) of wt wu

s← u1 +hu2

m̂← C.DEC(t1 − t2u2)

(h,s)

(t1, t2)

Bob

c← C.ENC(m)
r1,r2,r3

$←Ð F2[x]/(xn − 1) of wt wr

(t1, t2)← (c + sr2 + r3,r1 +hr2)

C needs to decode t1 − t2u2 = c +u1r2 +u2r1 + r3
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

error e

Sebastian Bitzer (TUM) 3



HQC in a Nutshell

Alice

h
$←Ð F2[x]/(xn − 1)

u1,u2
$←Ð F2[x]/(xn − 1) of wt wu

s← u1 +hu2

m̂← C.DEC(t1 − t2u2)

(h,s)

(t1, t2)

Bob

c← C.ENC(m)
r1,r2,r3

$←Ð F2[x]/(xn − 1) of wt wr

(t1, t2)← (c + sr2 + r3,r1 +hr2)

C needs to decode t1 − t2u2 = c +u1r2 +u2r1 + r3
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

error e

Sebastian Bitzer (TUM) 3



A First Look at the Error

● P (∣e∣ = w) difficult for e = u1r2 +u2r1 + r3
● ρ = P (ei = 1) simple

Binomial Approximation

Under the independence assumption,

P (∣e∣ = w) ≈ (n
w
)ρt(1 − ρ)n−w. 5,800 6,000 6,200

10−6

10−4

10−2

error weight ∣e∣

pr
ob

ab
ili

ty

binomial model
simulation

Seems conservative but not precise!
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A Second Look at the Error

● Consider a = u ⋅ r = ∑ℓ∈supp(u) xℓ ⋅ r(x)

● bi = # ones added in i-th position
● ai = bi mod 2

● ∑i bi = ∣u∣ ⋅ ∣r∣

Proposed Approximation

Assume b0, . . . , bn−1 indep. hypergeometric,
let ai = bi mod 2:

P (∣u ⋅ r∣ = w) ≈ P (∑i
ai ∣∑i

bi = ∣u∣ ⋅ ∣r∣) .

5,800 6,000 6,200

10−6

10−4

10−2

error weight ∣e∣

pr
ob

ab
ili

ty

binomial model
simulation

Impact on DFR estimation?
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Tensor Product Code in HQC

Encoder

1. Encode outer RS code

2. Encode inner RM code

outer RS code
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Decoder

1. Decode inner RM code

2. Decode outer RS code

Simple DFR analysis under independence assumption ✓

But what about the proposed model?
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DFR Analysis

Notation:
● X =# of erroneous outer symbols
● τ = correction capability outer code

⇒ DFR = ∑w P (X > τ ∣ w)P (∣e∣ = w)

Divide and Analyze

Split X =X1 +X2 and e = (e1,e2)
with ∣e1∣ = w1, ∣e2∣ = w −w1:

P (X ∣ w) =∑
w1

P (X1 ∣ w1)∗P (X2 ∣ w −w1)⋅P (w1 ∣ w)

X

e, wt we, wt we, wt we, wt w

X1

e1, wt w1e1, wt w1

X2

e2, wt w2
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DFR Comparison

BCH REP

0 50 100 150

1

2−32
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2−96

2−128

correction capability τBCH

D
FR

RM RS

0 5 10 15

1

2−32
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correction capability τRS

D
FR

binomial model proposed model simulation
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Using the Error Structure for Decoding

Remember: e = u1r2 +u2r1 + r3

Proposed Decoder

1. Decode inner codewords

, get ê.

2. Estimate r̂1, r̂2 using ê,u1,u2.

3. Estimate error e∗ = u1 ⋅ r̂2 +u2 ⋅ r̂1.

4. Decode t1 + t2u2 − e∗ = c + e − e∗.

e − e∗ = (r1 − r̂1)u2 + (r2 − r̂2)u1 + r3
⇒ error weight reduced if r̂1 ≈ r1 and r̂2 ≈ r2
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ê = 0 . . . 0 1 0 1 0 1 0 0

r̂1 = 0 . . . 0 0 1 0 0 0 0 0

r̂2 = 0 . . . 0 0 0 0 1 0 0 0

e∗ = 0 . . . 1 1 0 0 0 0 1 0
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Using the Error Structure for Decoding

Remember: e = u1r2 +u2r1 + r3

Proposed Decoder

1. Decode inner codewords, get ê.

2. Estimate r̂1, r̂2 using ê,u1,u2.

3. Estimate error e∗ = u1 ⋅ r̂2 +u2 ⋅ r̂1.

4. Decode t1 + t2u2 − e∗ = c + e − e∗.

e − e∗ = (r1 − r̂1)u2 + (r2 − r̂2)u1 + r3
⇒ error weight reduced if r̂1 ≈ r1 and r̂2 ≈ r2
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Decoding Performance Results
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Considerable improvements conceivable ✓
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Conclusion

The structure of the HQC error enables

, tighter DFR estimates

, improved decoding performance

Can one
? refine the ML bound for the RM code?
? provide DFR analysis for the Correlation Decoder?

Thank you!
Questions?
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A Word about ML Decoding of First-Order RM Codes

● efficient ML decoding:
Fast Walsh-Hadamard transform
● bound on ML performance
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How do we get r̂1, r̂2?

Approximate MDPC-like equation: ê ≈ u1r2+u2r1

Correlation Estimate

WLOG, consider r1. Score computation:

σi = ∑
j∈supp(u2)

Z(êj+i mod n).

Threshold decision:

r̂1,i =
⎧⎪⎪⎨⎪⎪⎩

1 if σi ≥ T ,
0 otherwise,

0 wu/2 wu

0

0.5

1

score σi

P
(r

1
,i
=
1
∣σ

i)
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