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R-SDP signatures

® Simple VOLEitH modeling
(® Competitive performance



Signatures from Identification Schemes

| know wy, ..., wy,:

fi(wy,...,wy) =0,
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Vector Oblivious Linear Evaluation
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Q1 (X) = X +v; @ =Q1(A)
Q2(X) = u2 X + v g2 = Q2(A) q7=Q(A)

=> Hiding & binding commitment to «
—> Add: Q+Q2=(ur+u)X+... (Q1+Q@Q2)(A)=q1+¢
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Q1(X) =1 X +uv; @ =Q1(A)

Q2(X) = u2 X + v g2 = Q2(A) q7=Q(A)
=> Hiding & binding commitment to «
-> Add Q1+Q2=(u1 +’U,2)X+... (Q1+Q2)(A)=ql+q2
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Vector Oblivious Linear Evaluation M
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Q1(X) =u1 X +v; - — a1 =0Q1(4) QX) QX)
Q2(X) = ua X + 09 q2 = Q2(A) q=Q(A) 'n

=> Hiding & binding commitment to « A X

- Add: Q+Q2=(ur+u)X+... (Q1+Q@Q2)(A)=q1+¢
evaluate f1,..., fm
= Multiply:  Q1-Q2=(ur-u2)X*+... (Q1-Q2)(A)=q1-¢2
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VOLEIitH a la Thibauld

Uy, V;

Q'(X)
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B (X)=eval(fi;Q1,...,Qn)
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P(X) =%, v B(X) + Q/(X)

Correctness
P(X) = fi(wr, .y wp) X+ ...
——
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Soundness
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Polynomial, I Choose You

fi,---, fm: small witness, low degree & hard to invert
Finding wy, ..., w, s.t.: Solving a hard problem
> .
fi(wy,...,w,) =0 < equivalent - Breaking AES

=> Multivariate quadratic

fm(wi, ... w,) =0
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fi,---, fm: small witness, low degree & hard to invert
Finding wy, ..., w, s.t.: Solving a hard problem
> .
fi(wy,...,w,) =0 < equivalent - Breaking AES

=> Multivariate quadratic
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Polynomial, I Choose You

fi,---, fm: small witness, low degree & hard to invert
Finding wy, ..., w, s.t.: Solving a hard problem
fi(wi, ... we) =0 -« equivalent -
fm (wlv .

= Breaking AES
: => Multivariate quadratic
ey wp) =0

=> Hamming-metric SDP
-> Restricted SDP
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R-SDPs and Where to Find Them

Restricted SDP (R-SDP)
Given: £ cF, se "% and H ¢ F(»-k)»
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Given: £ cF, se "% and H ¢ F(»-k)»
Find: ec&™st. eH =s
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Given: £ cF, se "% and H ¢ F(»-k)»
Find: ec&™st. eH =s
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> Fior, £=1{1,2,4,...,64}
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Restricted SDP (R-SDP)

Given: £ cF, se "% and H ¢ F(»-k)»
Find: ec&™st. eH =s
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R-SDPs and Where to Find Them

Restricted SDP (R-SDP)

Given: £ cF, se "% and H ¢ F(»-k)»
Find: ec&"st. eH =5

CROSS: WAVE-like:
> Fio7, £={1,2,4,...,64} = F3, £={1,2}
- CVE-like ID protocol => hash-&-sign
no MPCitH
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R-SDPs and Where to Find Them

Restricted SDP (R-SDP)

Given: £ cF, se "% and H ¢ F(»-k)»
Find: ec&"st. eH =5

CROSS: WAVE-like:
> Fio7, £={1,2,4,...,64} = F3, £={1,2}
- CVE-like ID protocol => hash-&-sign
no MPCitH,
until now ;)
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Modeling R-SDP
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Modeling R-SDP

i =

Restricted SDP (R-SDP)

Given: £ cF, se "% and H ¢ F(»-k)»
Find: ec&™st. eH =s

Restriction: Parity checks:

Maee (i — @), i € [n] fovi=si={(21,-.

Sebastian Bitzer (TUM)

S Zn), k), e [n-k]



Modeling R-SDP

i =

Restricted SDP (R-SDP)

Given: £ cF, se "% and H ¢ F(»-k)»
Find: ec&™st. eH =s

Restriction: Parity checks:

Maee (i — @), i € [n] fovi=si={(21,-.

length n,
degree ||
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Modeling R-SDP

Restricted SDP (R-SDP)

Given: £cF, seF" " and A e F(n-F)xk
Find: ec&" st e(A]1)"=s

Restriction: Parity checks:
fi = Haeg('ri - O{), i€ [n] fn+i =85;— ((xla .. -axn)7hi>! i€ [’I’L - k]

length n,
degree ||
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Find: e e€&fst s—e'ATeg&nF

Restriction: Parity checks:
fi = Haeg('ri - O{), i€ [n] fn+i =85;— ((xla .. -axn)7hi>! i€ [’I’L - k]

length n,
degree ||
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Modeling R-SDP

fi =
fk+i =

Restricted SDP (R-SDP)

Given: £cF, seF" " and A e F(n-F)xk
Find: e e€&fst s—e'ATeg&nF

Restriction: Parity checks:
Haeg(xi - O{), i€ [k] fn+i =85;— ((l’1, i .,.I‘n),hi>, i€ [’I’L - k]
[Taee (2 — @), i € [n - k] xh =8 —((x1,...,28),a;), i € [n— k]
length n,
degree ||
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Modeling R-SDP
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Find: e e€&fst s—e'ATeg&nF

Restriction: Parity checks:
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Modeling R-SDP

Restricted SDP (R-SDP)

Given: £cF, seF" " and A e F(n-F)xk
Find: e e€&fst s—e'ATeg&nF

Restriction: Parity checks:
fi = Haeg(ﬂii—&),i € [k] fn+i:Si_((xlw--axn):hi)!ie[n_k]
fivi = Taee (@] — @), i € [n - k] wp =5 = ((21,...,7k), @), i € [n— k]
length k + n, length &,

degree [£]/2 degree ||
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Modeling R-SDP

Restricted SDP (R-SDP)

Given: £cF, seF" " and A e F(n-F)xk
Find: e c¢&F st s—e' AT ek

Restriction: Parity checks:
fi = Taee(wi — ), i € [k] Jnvi = 8i = (215, %0), i), i € [n— K]
Jrri = Maee(@] — ), i € [n— k] xh=s8;—((z1,...,78),a;), i € [n - k]
length & + n, - length &, - length n/2,
degree |£|/2 degree || degree |E]?
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Numbers Don’t Lie

R-SDP parameters Size
n k_p | MO

WAVE-like 518 191 3 2 ~2.9
CROSS 127 76 127 7 ~4.9

Assumption

@ Rémi Bricout et al., Ternary Syndrome Decoding with Large Weight
@ Marco Baldi et al., CROSS: Codes and Restricted Objects Signature Scheme
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Numbers Don’t Lie

R-SDP parameters Size
n k_p | MO

WAVE-like 518 191 3 2 ~2.9
CROSS 127 76 127 7 ~4.9

Assumption

Regular SDP ~3.7
Rank-SDP ~2.9
PKP ~3.9

@ Rémi Bricout et al., Ternary Syndrome Decoding with Large Weight
@ Marco Baldi et al., CROSS: Codes and Restricted Objects Signature Scheme
ERY Nguyen et al., A BKW-Style Solver for the Restricted Decoding Problem
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® Recap of VOLEitH & R-SDP
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® Competitive performance
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Research questions:
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Conclusion

VOLEitH-based Signatures from R-SDP
® Recap of VOLEitH & R-SDP
® Simple Modeling of R-SDP
® Competitive performance

Research questions:
(@ TCitH Merkle trees or other optimizations?
@ Concrete hardness of generic R-SDP
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