HQC Beyond the Standard:

Ciphertext Compression

Sebastian Bitzer

Bharath Purtipli

& Refined DFR Analysis

Emma Munisamy Jean-Christophe Deneuville

Stefan Ritterhoff Antonia Wachter-Zeh

Eurocrypt 2026




NIST’s Favorite KEMs

HQC KYBER

[@ Alekhnovich, More on Average Case vs Approximation Complexity

@ Regev, On Lattices, Learning with Errors, Random Linear Codes, and Cryptography

Sebastian Bitzer (TUM)



NIST’s Favorite KEMs

HQC KYBER

[@ Alekhnovich, More on Average Case vs Approximation Complexity
@ Regev, On Lattices, Learning with Errors, Random Linear Codes, and Cryptography

Metric Hamming Euclidean

Sebastian Bitzer (TUM)



NIST’s Favorite KEMs

HQC KYBER

[@ Alekhnovich, More on Average Case vs Approximation Complexity
[@ Regev, On Lattices, Learning with Errors, Random Linear Codes, and Cryptography
Metric Hamming Euclidean

Ciphertext size 4.4kB 0.8kB

Sebastian Bitzer (TUM)



NIST’s Favorite KEMs

HQC KYBER

[@ Alekhnovich, More on Average Case vs Approximation Complexity

@ Regev, On Lattices, Learning with Errors, Random Linear Codes, and Cryptography
Metric Hamming Euclidean
Ciphertext size 44kB 0.8kB

4.2kB (-5%)

Sebastian Bitzer (TUM)



NIST’s Favorite KEMs Tm

HQC KYBER

[@ Alekhnovich, More on Average Case vs Approximation Complexity
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[3 Aguilar-Melchor et al. Efficient Encryption From Random Quasi-Cyclic Codes
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Advanced Q: LDPC, Polar
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Thank you! Questions?



