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HQC Essentials

Aguilar-Melchor et al. Efficient Encryption From Random Quasi-Cyclic Codes

r1,r2,r3
R←Ð Sn

wct

u = r1 +h ⋅ r2
v = s ⋅ r2 + r3 + C.enc(m)

Encrypt

m̂ = C.dec(v − y ⋅u)
= m + C.dec(eHQC)

with eHQC = x ⋅ r2 + y ⋅ r1 + r3

Decrypt

(u,v)

pk: h,s ∈ R

sk: x,y ∈ Sn
wsk

R = F2[X]/(Xn − 1)

: DFR analysis: Assure Pr[C.dec(eHQC) ≠ 0] ≤ 2−λ

Bound FC ≜ {e ∶ C.dec(e) = 0} ? Model for eHQC
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Error Models

Sendrier, Vasseur On the Decoding Failure Rate of QC-MDPC Bit-Flipping Decoders

eHQC = x ⋅ r2 + y ⋅ r1 + r3

:

(Z(x) ⋅Z(r2))i ∼ Hyp(n,wsk,wct)
∑i
(Z(x) ⋅Z(r2))i = wct ⋅wsk

Independence assumption:

e
(1)
HQC ∼ Bern(p

⋆)n

Model 1

Sebastian Bitzer (TUM) 4



Error Models

Sendrier, Vasseur On the Decoding Failure Rate of QC-MDPC Bit-Flipping Decoders

eHQC = x ⋅ r2 + y ⋅ r1 + r3 :

(Z(x) ⋅Z(r2))i ∼ Hyp(n,wsk,wct)

∑i
(Z(x) ⋅Z(r2))i = wct ⋅wsk

Independence assumption:

e
(1)
HQC ∼ Bern(p

⋆)n

Model 1

Sebastian Bitzer (TUM) 4



Error Models

Sendrier, Vasseur On the Decoding Failure Rate of QC-MDPC Bit-Flipping Decoders

eHQC = x ⋅ r2 + y ⋅ r1 + r3 :

(Z(x) ⋅Z(r2))i ∼ Hyp(n,wsk,wct)

∑i
(Z(x) ⋅Z(r2))i = wct ⋅wsk

Independence assumption:

e
(1)
HQC ∼ Bern(p

⋆)n

Model 1

Sebastian Bitzer (TUM) 4



Error Models

Sendrier, Vasseur On the Decoding Failure Rate of QC-MDPC Bit-Flipping Decoders

eHQC = x ⋅ r2 + y ⋅ r1 + r3 :

(Z(x) ⋅Z(r2))i ∼ Hyp(n,wsk,wct)

∑i
(Z(x) ⋅Z(r2))i = wct ⋅wsk

Independence assumption:

e
(1)
HQC ∼ Bern(p

⋆)n

Model 1

5,800 6,000 6,200

2−8

2−16

2−24

error weight

pr
ob

ab
ili

ty
Sim. Mod. 1

Sebastian Bitzer (TUM) 4



Error Models

Sendrier, Vasseur On the Decoding Failure Rate of QC-MDPC Bit-Flipping Decoders

eHQC = x ⋅ r2 + y ⋅ r1 + r3 :

(Z(x) ⋅Z(r2))i ∼ Hyp(n,wsk,wct)

∑i
(Z(x) ⋅Z(r2))i = wct ⋅wsk

Independence assumption:

e
(1)
HQC ∼ Bern(p

⋆)n

Model 1

Gaborit et al. HQC – Round 4

5,800 6,000 6,200

2−8

2−16

2−24

error weight

pr
ob

ab
ili

ty
Sim. Mod. 1

Sebastian Bitzer (TUM) 4



Error Models

Sendrier, Vasseur On the Decoding Failure Rate of QC-MDPC Bit-Flipping Decoders

eHQC = x ⋅ r2 + y ⋅ r1 + r3 :

(Z(x) ⋅Z(r2))i ∼ Hyp(n,wsk,wct)
∑i
(Z(x) ⋅Z(r2))i = wct ⋅wsk

Independence assumption:

e
(1)
HQC ∼ Bern(p

⋆)n

Model 1

Gaborit et al. HQC – Round 4

5,800 6,000 6,200

2−8

2−16

2−24

error weight

pr
ob

ab
ili

ty
Sim. Mod. 1

Sebastian Bitzer (TUM) 4



Error Models

Sendrier, Vasseur On the Decoding Failure Rate of QC-MDPC Bit-Flipping Decoders

eHQC = x ⋅ r2 + y ⋅ r1 + r3 :

(Z(x) ⋅Z(r2))i ∼ Hyp(n,wsk,wct)
∑i
(Z(x) ⋅Z(r2))i = wct ⋅wsk

tj ∼ Hyp(n,wsk,wct)n ∣ ∑i tj,i = wsk ⋅wct:

e
(2)
HQC = t1 mod 2 + t2 mod 2 + r3

Model 2

5,800 6,000 6,200

2−8

2−16

2−24

error weight

pr
ob

ab
ili

ty
Sim. Mod. 1

Sebastian Bitzer (TUM) 4



Error Models

Sendrier, Vasseur On the Decoding Failure Rate of QC-MDPC Bit-Flipping Decoders

eHQC = x ⋅ r2 + y ⋅ r1 + r3 :

(Z(x) ⋅Z(r2))i ∼ Hyp(n,wsk,wct)
∑i
(Z(x) ⋅Z(r2))i = wct ⋅wsk

tj ∼ Hyp(n,wsk,wct)n ∣ ∑i tj,i = wsk ⋅wct:

e
(2)
HQC = t1 mod 2 + t2 mod 2 + r3

Model 2

5,800 6,000 6,200

2−8

2−16

2−24

error weight

pr
ob

ab
ili

ty
Sim. Mod. 1 Mod. 2

Sebastian Bitzer (TUM) 4



Error Models

Sendrier, Vasseur On the Decoding Failure Rate of QC-MDPC Bit-Flipping Decoders

eHQC = x ⋅ r2 + y ⋅ r1 + r3 :

(Z(x) ⋅Z(r2))i ∼ Hyp(n,wsk,wct)
∑i
(Z(x) ⋅Z(r2))i = wct ⋅wsk

tj ∼ Hyp(n,wsk,wct)n ∣ ∑i tj,i = wsk ⋅wct:

e
(2)
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: NIST 1: DFR bound 2−132.9 to 2−145.1
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Lossy Source Coding: More Noise, Less Bits

Decrypt: m̂ = C.dec(v − y ⋅u) =m + C.dec(eHQC)

Shannon, Mathematical Theory of Communication

Quantizer Q:

v ∈ Fn
2

compÐÐ→
Q.dec

v′ ∈ FkQ
2

decompÐÐÐ→
Q.enc

v̂ = v + ê ∈ Q

ê ∈ FQ

kQ ≥ n − log2(c ⋅
wmax

∑
ℓ=0

(n
ℓ
)) for ∣ê∣ ≤ wmax

Sphere-Packing Bound

ê̂e
ê

eHQC

c ∈ C

Advanced Q: LDPC, Polar È
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Aligning Compression and Error Correction

Shannon, Coding Theorems for a Discrete Source with a Fidelity Criterion

RS

RMRM RM

Q̂ Q̂ Q̂

, Hamming, Golay codes

, ê = (ê1, . . . , ênRS
) R←Ð F×nRS

Q̂

Direct-Product Q = Q̂×nRS

For e R←Ð SnRM
w , ê R←Ð F

Q̂
:

Pr[e + ê ∉ FRM]

≤ ∑
c∈RM∖{0}

Pr[Ec] +
Pr[Tc]

2

Ec ∶ ∣c + ê + e∣ < ∣ê + e∣ Tc ∶ ∣c + ê + e∣ = ∣ê + e∣

RM Failure Probability

Sebastian Bitzer (TUM) 6
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, ê = (ê1, . . . , ênRS
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) R←Ð F×nRS

Q̂

Direct-Product Q = Q̂×nRS

For e R←Ð SnRM
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) R←Ð F×nRS

Q̂

Direct-Product Q = Q̂×nRS

For e R←Ð SnRM
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