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Vector Oblivious Linear Evaluation UM

8 P(X)=uX +veF[X] <——> q=P(r)eF* reF 8

Prover Verifier
P(X)
- Hiding & binding commitment to w /
-> Add: (P1 + PQ)(’I“) =q1 +Qq2 evaluate P(r) ®
fla-“vfm ( ) \.&
= Multiply:  (P1-P)(r) =q1- ¢ /
P(X)
r X
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TCitH & VOLEitH Frameworks

Prover P(X)=u-X+v <——>
P'(X), degree d-1
Aw:w_u Aw
Po(X)=P(X)+Ap-X=w-X +v
Y155 Tm
Q;(X) =eval(fj; Py(X)) Vje[m] 0
Q(X) = Xi1 75 - Q;(X) + P/(X)

Tm

r.q = P(r)
q¢ = P'(r)

Verifier

qu =9+ Ay T

deg Q(X) ;d—l

Q(r) £ %7 -eval(fj: qu) + ¢

Correctness Soundness Size Zero-Knowledge
Q;(X) = fi(w) X+ Witness size I
i (X) = fj( ) Pr[Q;(r) = Qj(r)] < + degree Mask via P’(X)
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Polynomial, I Choose You

fi,---, fm: small witness, low degree & hard to invert

Finding wq, ..., wy s.t.:

fi(wi,.. ) =0 < equivalent »

fm(w1,...,wg) =0

Sebastian Bitzer

Solving a hard problem
- Breaking AES
=> Multivariate quadratic
-> Hamming-metric SDP
= Restricted SDP
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E-SDPs and Where to Find Them

Restricted SDP (£-SDP)

Given: £cT, seF"* and H ¢ F(n-k)xn
Find: ec&™st. eH  =s

CROSS: WAVE-like:
> Fio7, £={1,2,4,...,64} > F3, £={1,2}
=> CVE-like ID protocol = hash-&-sign
no MPCitH,
until now ;)
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Modeling £-SDP

Restricted SDP (£-SDP)

Given: EcT, seF"* and A e F(n-k)xk
Find: e c¢&F st e’ =s-e AT ek

Restriction: Parity checks:
fi:HaeS(xi_a)aie[k] n+t — 91 Y catm )y ’L!'
fk+i = Hozeg(z;_a)!ie [n_k] I;:Si—(($1,...,zk),ai),i€[Tb—k]
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Comparison with NIST Candidates

[4 Rémi Bricout et al., Ternary Syndrome Decoding with Large Weight
@ Marco Baldi et al., CROSS: Codes and Restricted Objects Signature Scheme

parameters size [kB]
n k p || TCitH VOLEitH
CROSS-like 127 76 127 7 5.5 4.4
WAVE-like 518 191 3 2 3.1 3.0
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Comparison with NIST Candidates

[4 Rémi Bricout et al., Ternary Syndrome Decoding with Large Weight
@ Marco Baldi et al., CROSS: Codes and Restricted Objects Signature Scheme

parameters size [kB]
n k p || TCitH VOLEitH
CROSS-like 127 76 127 7 5.5 4.4
WAVE-like 518 191 3 2 3.1 3.0

CROSS SDitH PERK RYDE MQOM
size[kB] 9.0 3.7 3.5 3.1 2.8
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Conclusion

TCitH- & VOLEitH-based signatures from £-SDP
® Recap of TCitH & VOLEitH
® Simple modeling of £-SDP
® Competitive signature sizes
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Thank you!
Questions?
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