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Code-based Cryptography
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Public-Key Encryption a la McEliece Tm

O O
Bob

sk: C, C.DEC corrects t errors message m ¢ F*
ki G .
pk: Generic G € F**" of C P > e e F™ with |e| < ¢
ct:
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Code Requirements

o pk G needs to seem random
o sk C.DEC not revealed by G
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HQC in a Nutshell

Q Ro = Flz]/(a" - 1) Q
Bob

heR, message m ¢ F*

sk: uy,us € R, of wtw,

ki (h,s
pk: s < u1 + hus pk: (k. s) > 71,792,173 € Ry, Of Wt w,
Y1 < mG + sry + 13
ct: ,
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C needs to decode y; — Yyous = €+ uiTs + Uy + T3
—_— —
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Decryption Failure Is Not an Option

le| large!
Security Issues

O°° ot (y1,ys)
o IND-CCA security >

o Reaction attacks ?2??

C.DEC(y1 — yau2)

A

@ Guo, Q., & Johansson, T. (2020).A new decryption failure attack against HQC.

- DFR needs to be < 2-128
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@ efficient decoder needed
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