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Robert J. McEliece

Public-Key Encryption: From Concept to Codes

Alice

sk ∶
pk ∶pk ∶ C = ⟨G⟩
sk ∶ C.dec(⋅)

G

m

ct

Eve

?

Bob
m = I♡QSAFE

ct = mct =mG + e, e ∈ Sn
w

Given: G R←Ð Fk×n
2 , y ∈ Fn

2
Find: m ∈ Fk

2, e ∈ Sn
w s.t. mG + e = y

Decoding Random Code

Given: C = ⟨G⟩ ⊂ Fn
2

Decide: C random?
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Encryption à la Alekhnovich

Alekhnovich, More on Average Case vs Approximation Complexity

Gaborit et al., Hamming Quasi-Cyclic (HQC)

{(H , eH⊺) ∶ e R←Ð Sn
w}

c≈ {(H ,u) ∶ u R←Ð Fr
2}

Syndrome Decoding (SD)

R ∶= F2[X]/(Xn − 1)

{(h, e1 + e2h) ∶ ei
R←Ð Sn

w}
c≈ {(h,u) ∶ u R←ÐR}

Quasi-Cyclic (QC) SD

c1

c2

c3

ct = c1 + e

ct = c1 + eH⊺

ct = c1 + eH⊺sk
sk sparsifies H
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HQC Essentials

h R←Ð R
x,y R←Ð Sn

wsk

s = x + h ⋅ y11

KeyGen

r1, r2, r3
R←Ð Sn

wct

u = r1 + h ⋅ r2
v = s ⋅ r2 + r3 + C.enc(m)

Encrypt

m̂ = C.dec(v − y ⋅ u)
= m + C.dec(eHQC)

with eHQC = x ⋅ r2 + y ⋅ r1 + r3

Decrypt

pk = (h, s)

ct = (u,v)sk = y

R = F2[X]/(Xn − 1)

: DFR analysis: Assure Pr[C.dec(eHQC) ≠ 0] ≤ 2−λ

Bound FC ≜ {e ∶ C.dec(e) = 0} ? Model for eHQC
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Error Models

Mesnard, Tillich, Vasseur, The Syndrome Weight Distribution in Quasi-Cyclic Codes

Annechini, Barenghi, Pelosi, On the Decoding Failure Rate of HQC

eHQC = x ⋅ r2 + y ⋅ r1 + r3

:

(Z(x) ⋅Z(r2))i ∼ Hyp(n,wsk,wct)
∑i (Z(x) ⋅Z(r2))i = wct ⋅wsk

Independence assumption:

e(1)HQC ∼ Bern(p⋆)n

Model 1

Sebastian Bitzer 6
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More Noise, Less Bits

Decrypt: m̂ = C.dec(v − y ⋅ u) =m + C.dec(eHQC)

Shannon, Mathematical Theory of Communication

Quantizer Q:

v ∈ Fn
2

compÐÐ→
Q.dec

v ′ ∈ FkQ
2

decompÐÐÐ→
Q.enc

v̂ = v + ê ∈ Q

ê ∈ FQ

kQ ≥ n − log2(c ⋅
wmax

∑
`=0
(n
`
)) for ∣ê∣ ≤ wmax

Sphere-Packing Bound

ê̂e
ê

eHQC

c ∈ C

Advanced Q: LDPC, Polar CLOUD-RAIN
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ê ∈ FQ

kQ ≥ n − log2(c ⋅
wmax

∑
`=0
(n
`
)) for ∣ê∣ ≤ wmax
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ê ∈ FQ

kQ ≥ n − log2(c ⋅
wmax

∑
`=0
(n
`
)) for ∣ê∣ ≤ wmax
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ê

ê
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ê̂e

ê
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ê̂e

ê
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Aligning Compression and Error Correction

Shannon, Coding Theorems for a Discrete Source with a Fidelity Criterion
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Conclusion

McEliece-like encryption:
: Requires hiding code structure

Hamming Quasi-Cyclic:
: Error model with sum constraint
: Compression with direct-product Q
: Ciphertext size −5% to −10%

Open questions:
: How far can we go?
: Hamming-metric LWR?
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