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NIST’s favourite KEMs

HQC KYBER

[ Regev, On Lattices, Learning with Errors, Random Linear Codes, and Cryptography

Metric Hamming Euclidean
Ciphertext size 277 0.8kB
Compression ?7? Yes, rounding
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&4 Vadim Lyubashevsky, Kyber & More - Hamming-metric compression
&4 Jean-Christophe Deneuville, HQC & More - Reduce ciphertext size
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Less Bits, More Noise

[4 Claude E. Shannon, A Mathematical Theory of Communication

l']g: Fy - Q
v |v]g=v+{v}g

nbit - pnbit, p<1 e

Rate-Distortion Bound (RDB) '

Compression p implies average distortion !
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Less Bits, More Noise

[4 Claude E. Shannon, A Mathematical Theory of Communication

l']g: Fy - Q
v |v]g=v+{v}g

nbit - pnbit, p<1 e

Rate-Distortion Bound (RDB) '

Compression p implies average distortion !

Eo[ fwtu({v}o)] > H'(1-p) N

Trade-off: ct size vs. pk size
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Simplify compression:

® Low cost, rigorous analysis
® Suboptimal compression
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Conclusion TI.ITI

—— RDB
Ciphertext compression for HQC: 441 ¢ e HQc
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® Compression = decoding . m  Hamming
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